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SafeGuard E3& — 7i'E AH|

=

2026-05-11

TRYEY: ANEHMOINENE

2| ZX| E2|: https://github.com/dajimaya/safeguard-platform
MH| A URL: https://safeguard-platform-sigma.vercel.app
EHdY: 2026-05-11

A0 H|E (GitHub 7| &)

ool H|E

TypeScript 97.0%

Shell 2.0%

7|E} (Python)  1.0%

CleED| =

safeguard-platform/

— backend/ # Express.js HAE ApI
— frontend/ # Next.js ZEEQE
— nginx/ # Nginx Z|HA ZEA| 4F
— prisma/ # DB 27|0r Sl Opo[Z12f| oM
— scripts/ # 298 Atset A3EE
— streaming/ # FFmpeg CCTV HLS 2E2[Y
— .env.example # s HES
— Makefile # 2 YHO th=7|
— docker-compose.yml b
— docker-compose.dev.yml # M =tF (M)
L— docker-compose.prod.yml # 29 =3
)% 2
T=2ENC
22 y o
Z YUY Nextjs (App Router) x| Al
A0 TypeScript 6.x
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a= A B
LB Tailwind CSS -
MAIZHSA SocketlO Client -
K= 717+ 2 JavaScript AP -
Hiz Z3HE  Vercel (Hobby) -
MH[A URL  https://safeguard-platform-sigma.vercel.app -

40l =
e A Y
HErR Node,js -
T A3 Expressjs -
A0 TypeScript 6.x
ORM Prisma 6.4.1
MAIZHSA SocketlO Server -
724 dA Zod -
5 JWT (Access Token + Refresh Token) -
2FA OTP (Gmail SMTP &%) -
HZ2HS berypt 6.
HiZZ Z3HZ=  Render -
MH|A URL  https://safeguard-platform.onrender.com -

O O] & H| Of 2~
as Am B
DBMS PostgreSQL 15 (Alpine)
SAE Supabase (RXH) - A& MH M OIE -
ORM Prisma 6.4.1
Prisma O{®E{  @prisma/adapter-pg 7.8.0

opol 20| M

prisma migrate deploy

Seed

ZHAL 7 ALK

ts-node prisma/seed.ts
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o
i
>
1
T
gl

= [
A Redis (Alpine)
FR 2 MAIZEX| FHA] (TTL10ZE) -

SOS & &Ef (TTL 1A1Zh -

Socket.|O0 MM -

M API ZHA| (TTL 582) -

CCTV2EZ|Y
g2 4
JE RTSP (CH0F 72t

rE
g
<
[a]

FFmpeg

ZE2 ZOH  HLS (HTTP Live Streaming)
MIOHE 10X TRl - 2[4 374 RX| = AbF|
ME A2 var/www/hls/{ti €ID}/index.m3u8
MY ZE 8080

HAd 24 X Al 5X = XHE TA|E

ZAH|0|l{  Alpine Linux + FFmpeg + Python3

Q1= 2} (Docker Compose)

ZE| o] o|ofx| ZE ot
safeguard-postgres  postgres:15-alpine 5432 Cl O Hi| O] &
safeguard-redis redis:7-alpine 6379 ZHAl 7 M
safeguard-express XHA| 2 E (backend/Dockerfile) 4000 HHI = API
safeguard-next XtHl 2 E (frontend/Dockerfile) 3000 ZEECE
safeguard-nginx nginx:alpine 80/443 ZlHA ZEA
safeguard-streaming  alpine:latest 8080 CCTV HLS '#Het

HE{3: (Bridge)

25 (DB HIO|E) - (HLS I &)

2026-05-11

SAX| B = =2t (22+9))

—
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PETES EUE g4 oy
TE2ENCE Vercel Hobby XA}& HiZE (main EZHX|)
Bl = Render 2= 15& OJALE Al &8
HIO|HHO|A  Supabase Free PostgreSQL 15
=& X UptimeRobot F =& 58 F7| /health 2=
oY MH 2tE (Fet o)
as A
(ON) Ubuntu 22.04 LTS
ZHO|H  Docker + Docker Compose
Hi = &4l docker-compose up -d
HH backup.sh (OHY M 2A| cron - 302 &)
SSL Let's Encrypt (scripts/ssl-setup.sh)
A MH A A
ge Az
CPU 430 0| %
RAM 16GB 0|2} (Al &4 =3t A| 32GB)
MEHA  SSD500GB 0|4
HEH= M 1Gbps
SAESE 5~102 (LH 7I0IE 7|&)
CCTVAME  ZT 16X E (LH 710 E 7|F)
ArE XL Hok M A
A ogt 5275
SUPER_ADMIN A& x| 22Xt oY S5, A 2l OTP 2FA B
SITE_MANAGER RS AT Y AR e, '
SAFETY_MANAGER Q7T 22| Xt OtH OHIE, M e, &
CONTROLLER ZHH| AL CCTV 2HH|, HF LX| g, O[HIE X2
VIEWER et 7l HE

QF A3 MH|A
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MH| A a2 AFE|
Ft7t 2™ JavaScript APl B K| . Q|X| HZ - SafetyZone Z2| & =

OpenWeatherMap APl S1% AA|ZH M0 ==
Gmail SMTP SUPER_ADMIN OTP O| | & & ete

CoolSMS SOS - dH|0| & - 5= SMS €& RUMHS SEF
LH £ API 9 HO|H €Y Xts ©& RAEASHOY B
LH &8 A-Eye CCTVO[HIE - [HA|IAE AS R AP 2H Ho| F

2026-05-11

DB =8 H|o|&

Ho| S gk

User ALEREAE - #ot
Site A 7|2 3
Worker TEANFPE
Attendance =9 N2 2/0t2
AttendanceSummary LHHESE =9 A
TBMRecord TBM W& 0| O|H

SafetyEducationRecord

CctvChannel CCTVAE §&
CctvEvent Al ZX| O|HIE (™OID| 22 M EL.SIX|- 7| 2R A2 EMN D)
Machinery SYH ZE

MachineryLocation

Z=%HH| GPS {/X| o]

MachineryCollisionEvent

B 2K O] E

WorkerLocation

TE2XH|E ?(X] O

BiometricData

MO (H2-d2- L E ot

SosEvent SOS &= O|HIE
SafetyZone T E2l&
SafetyReport O HM

SmartSafetyPlan

SafetyBook

ControllerLog

PostReview
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Elo| & 8k
LhApiTransmitLog LH APl & O]
OtpCode SUPER_ADMIN OTP 215 ZE

APIGIEZOIE MH 22

915 (/api/auth)

POST  /login # 219l
POST  /refresh # EZ A4
POST  /logout # 202
GET /me # L B
POST /super-admin/request-otp # otp HE
POST  /super-admin/verify-otp # OTP A3
AL (/api/site)
GET / # oY dE =9
PUT / # Y% HE 7 (SITE_MANAGER)
GET /weather # oY N =3
= E2X} (/api/workers)

GET /

POST /

GET /stats

GET /tbm-pending

GET /:id
PUT /:id
DELETE /:id

Z 9 (/api/attendance)

POST  /checkin

POST /checkout

GET /today

GET /summary

GET /1lh-log

POST /lh-transmit/retry

CCTV (/api/cctv)

H O OH OH OHF OB OH

H OH B OH O OH

22X 22
22Xt 52
22xt £7

TBM 0|0l =&

T2 A
T 2A =3
T2A AL

X3¢l
X202
s £9 oA
17tE 2ok
LH 8& 23
LH MHE
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GET
POST
PUT
GET
PUT
POST

/channels

/channels
/channels/:id
/events
/events/:id/resolve
/broadcast

& &HH| (/api/machinery)

GET
POST
PUT
GET
GET
PUT

/

/

/:id
/:id/locations
/collision-events

/collision-events/:id/resolve

Ot (/api/safety)

GET
PUT
PUT
GET
POST
PUT
GET

/sos
/sos/:id/acknowledge
/sos/:id/resolve
/reports

/reports
/reports/:id

/zones

2 A (/api/documents)

GET
POST
PUT
PUT
PUT
GET
POST
PUT
DELETE
GET
POST
PUT
PUT
GET
POST

/smart-plan

/smart-plan
/smart-plan/:id
/smart-plan/:id/submit
/smart-plan/:id/approve
/safety-book

/safety-book
/safety-book/:id
/safety-book/:id
/controller-log
/controller-log
/controller-log/:id/submit
/controller-log/:id/approve
/post-review

/post-review

H OH B OH O OH

HOoH H OHF O OH OH

HOH OH OH OHF OH OH OH OHF H OH OH H OH H

e 2=
e s=
NERRS S
e ==

O[HIE Bl

LS (YEI 2T)

sxH 22
x| 52
ExH +H
9I%| 0|

5E oME 2=

—/ T
= O[HE x|

S0S
S0S
sos S|

Ol EIN 22
BOM S5
HaM =73
A9 S5

i e B |

ohEEE[A =N =5

AN =y

—_

AN 43

AN HME
AN s
oHHEA oY
s S5
iy =38
CHE AHA

o]

grelx]

SEEIR

oy 2= 1 Jfo
oin Jo rC my ox

Ju i

SJ=RIpN
HT =

INELSECP
NEZIEEP
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CHA| 2 E (/api/dashboard)

GET

/summary

A8 (/api/settings)

GET
POST
PUT
DELETE
POST
GET
POST
PUT
DELETE
GET
PUT

/users

/users
/users/:id
/users/:id
/users/:id/reset-password
/devices
/devices
/devices/:id
/devices/:id
/notifications
/notifications

2026-05-11

H+

ofm
ot
ot
Ofok
fo
e

>
ou pu © @ @ I nodofo oo o o

Z > on Jjo
=02 Jhu Jhu

>~

[un
= 2l 2l 2] 2

fo J
5

@ 7|3}

B &5

1z > on Jfo
=0 Jhu Jhu

x
(02
>

23|
A AL
=28 =3

HOoH OH OHF OH OH OH OH O OH R
!

me mQ ozt 024 021 o

LH & API (/internal) — x-internal-key 8|5 215 Z =

POST
POST
POST
POST
POST
POST

met
| >

yS|E=]

GET

/cctv/events
/worker/location
/machinery/location
/machinery/collision
/biometric
/sos/trigger

/health

ALl ZX| O[HIE =4l
HIZ @K =2

GPS A 4

A R =

AH GO =4

sos Hs A

H OH B OH O OH

# AH JEj =l

Socket.|O A A7t O|HIE

MH — 22t0|Y E (emitToSite)

OHIE

EgA

H| O] &

worker:location:update H|Z2 X =4l

workerld, beaconld, zone

machinery:location:update ~ GPS | X| =4

machineryld, lat, Ing

machinery:collision

%

& 2%

machineryld, nearbyWorkerld, distance
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OHIE

E2|A

G| o] &

biometric:alert

dH ol A

workerld, name, M2/ gt/ A

sos:triggered

workerld, name, location

zone:intrusion

workerld, workerName, zoneName, zoneType

2026-05-11

F

rtot

Zes Y B2

L

# — O|O[E{H|O[ &
DATABASE_URL=
DIRECT_URL=

PostgresQL & =AtE

Supabase ™& (BT AW F=b Al AHF|)

# — INT 2S5
JWT_SECRET=
JWT_REFRESH_SECRET=

Access Token AMEH 7|
Refresh Token AE 7|

# — HOt
INTERNAL_API_KEY=
NODE_ENV=

L& ZH| apI 915 7| (UUID)
production / development

# — O|0 Y otp
GMAIL_USER=
GMAIL_APP_PASSWORD=

HEE2 Gmail T

Gmail ¥ H|ZHD (16Xt2])

# — SMS
SMS_API_KEY= CoolSMS API Key
SMS_API_SECRET= CoolSMS API Secret
SMS_SENDER= iz (SFE HD)

# — XE /7 MW

NEXT_PUBLIC_KAKAO_MAP_KEY=
WEATHER_API_KEY=

7t JavaScript 7|
OpenWeatherMap API 7|

# — LH 93
LH_API_URL=

LH =9 ApI HEZOIE

# — ccTv 2EZ|Y
RTSP_CHANNELS=
HLS_BASE_URL=

# — ZEEJAC

JSON HHE [{id, url}, ...]
HLs ME 7|2 URL

NEXT_PUBLIC_API_URL=

HHOI = API URL

o
Ly

0]
o

>

AE E (scripts/)
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= g8k

backup.sh DB 2 MR (O ME 2A] cron- 30 EE)

HF1

ssl-setup.sh  Let's Encrypt SSL 9IS A &3

ssh-setup.sh SSH &1 & A4

onboard.sh & MH =7| X| X532}

make migrate # DB DOFO|12f 0]
make backup # 5 Wy A

o QE HO|HAMZS =83 AICCTV(X 2 & 3, HE & Al A ZA|) 7 (52 A-eye CHA))
o HFY OHM AT APP G|
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